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El-Gamal encryption

Key generation
Let G be a subgroup of Z�

p of prime order q and g a
generator of G.

Let x R Zq. Let h = gx mod p.
Public-key : (g; h). Private-key : x

Encryption of m 2 G :

Let r R Zq

Output c = ( gr ; hr � m)

Decryption of c = ( c1; c2)
Output m = c2=(cx

1 ) mod p

Jean-Sébastien Coron Cryptography



Security of El-Gamal

To recover m from (gr ; hr � m)
One must �nd hr from (g; gr ; h = gx )

Computational Dif�e-Hellmann problem (CDH) :
Given (g; ga; gb), �nd gab

No ef�cient algorithm is known.
Best algorithm is �nding the discrete-log

However, attacker may already have some information
about the plaintext !
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Semantic security

Indistinguishability of encryption (IND-CPA)
The attacker receives pk
The attacker outputs two messages m0; m1

The attacker receives encryption of m� for random bit � .
The attacker outputs a “guess” � 0 of �

Adversary's advantage :
Adv = j Pr[� 0 = � ] � 1

2 j
A scheme is IND-CPA secure if the advantage of any
computationally bounded adversary is a negligible function
of the security parameter.
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Proof of security

Reductionist proof :
If there is an attacker who can break IND-CPA with
non-negligible probability,
then we can use this attacker to solve DDH with
non-negligible probability

The Decision Dif�e-Hellmann problem (DDH) :

Given (g; ga; gb; z) where z = gab if 
 = 1 and z
R
 G if


 = 0, where 
 is random bit, �nd 
 .
AdvDDH = j Pr[
 0 = 
 ] � 1

2 j
No ef�cient algorithm known when G is a prime-order
subgroup of Z�

p.
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Proof of security

We get (g; ga; gb; z) and must determine if z = gab

We give pk = ( g; h = ga = gx ) to the adversary
sk = a = x is unknown.
Adversary sends m0; m1

We send c = ( gb = gr ; z � m� ) for random bit �
Adversary outputs � 0 and we output 
 0 = 1 if � 0 = � and 0
otherwise.
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Analysis

If 
 = 0, then z is random in G
Adversary gets no information about �
Pr[� 0 = � j
 = 0] = 1=2
Pr[
 0 = 
 j
 = 0] = 1=2

If 
 = 1, then z = gab = grx = hr where h = gx .
c is a legitimate El-Gamal ciphertext.
Pr[� 0 = � j
 = 1] = 1=2 + AdvA

Pr[
 0 = 
 j
 = 1] = 1=2 + AdvA

Analysis
Pr[
 0 = 
 ] = ( 1=2 + 1=2 + AdvA)=2 = 1=2 + AdvA

2
AdvDDH = AdvA

2
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Security of El-Gamal

AdvDDH = AdvA
2

From an adversary running in time tA with advantage AdvA,
we can construct a DDH solver running in time tA + O(k)
with advantage AdvA

2 .
where k is the security parameter.

El-Gamal is IND-CPA under the DDH assumption
Conversely, if no algorithm can solve DDH in time t with
advantage > " , no adversary can break El-Gamal in time
t � O (k) with advantage > 2 � "
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Chosen-ciphertext attack

El-Gamal is not chosen-ciphertext secure
Given c = ( gr ; hr � m) where pk = ( g; h)
Ask for the decryption of c0 = ( gr+ 1; hr+ 1 � m) and recover
m.

The Cramer-Shoup encryption scheme (1998)
Can be seen as extension of El-Gamal.
Chosen-ciphertext secure (IND-CCA) without random
oracle.
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RSA

Key generation:
Generate two large distinct primes p and q of same bit-size.
Compute n = p � q and � = ( p � 1)(q � 1).
Select a random integer e, 1 < e < � such that
gcd(e; � ) = 1
Compute the unique integer d such that

e � d � 1 mod �

using the extended Euclidean algorithm.
The public key is (n; e). The private key is d.
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RSA encryption

Encryption
Given a message m 2 [0; n � 1] and the recipent's
public-key (n; e), compute the ciphertext:

c = me mod n

Decryption
Given a ciphertext c, to recover m, compute:

m = cd mod n
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Proofs for encryption schemes

Security notion for encryption.
From a ciphertext c, an attacker should not be able to
derive any information from the corresponding plaintext m.
Even if the attacker can obtain the decryption of any
ciphertext, c excepted.
This is called indistinguishability against a chosen
ciphertext attack (IND-CCA2).

Security proof for encryption
Prove that if an attacker can distinguish between the
encryption of two plaintexts, then it can be used to break
RSA.
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IND-CCA2 security

The attack scenario:
The adversary A receives the public key pk
A makes decryption queries for any ciphertexts y.
A chooses two messages M0 and M1 of identical length,
and receives the encryption c of Mb for a random b.
A continues to make decryption queries. The only
restriction is that the adversary can not obtain the
decryption of c.
A outputs a bit b0, representing its “guess" of b.
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IND-CCA2

IND-CCA2 security:
An encryption-signature scheme is said to be IND-CCA2
secure if for any polynomial-time bounded A, the
advantage Adv(A) = j2 � Pr[b0 = b] � 1j is a negligible
function of the security parameter.
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OAEP

OAEP (Bellare and Rogaway, E'94)
IND-CCA2, assuming that RSA is hard to invert.
PKCS #1 v2.1

m 0k1

s t

r

G

H

c = ( skt)e mod N
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History of RSA encryption schemes

OAEP (Bellare and Rogaway, E'94)
For several years, widely believed to be IND-CCA2.
Shoup demonstrated that this is not true for any trapdoor
one-way permutation (C'2001).
Fujisaki, Okamoto, Pointcheval and Stern showed that
OAEP is IND-CCA2 for any trapdoor partially one-way
permutation.
RSA-OAEP is IND-CCA2. Reduction not tight.
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Attacks against RSA

Factoring
Equivalence between factoring and breaking RSA ?

Mathematical attacks
Attacks against plain RSA encryption and signature
Heuristic countermeasures
Low private / public exponent attacks
Provably secure constructions

Implementation attacks
Timing attacks, power attacks and fault attacks
Countermeasures
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Implementation attacks

The implementation of a cryptographic algorithm can
reveal more information
Passive attacks :

Timing attacks (Kocher, 1996): measure the execution time
Power attacks (Kocher et al., 1999): measure the power
consumption

Active attacks :
Fault attacks (Boneh et al., 1997): induce a fault during
computation
Invasive attacks: probing.
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Timing attacks

Described on RSA by Kocher at Crypto 96.
Let d =

P n
i= 0 2idi .

Computing md mod N using square and multiply :
Let z  m
For i = n � 1 downto 0 do

Let z  z2 mod N
If di = 1 let z  z � m mod N

Attack
Let Ti be the total time needed to compute md

i mod N
Let ti be the time needed to compute m3

i mod N
If dn� 1 = 1, the variables ti and Ti are correlated, otherwise
they are independent. This gives dn� 1.
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Countermeasures

Implement in constant time
Not always possible with hardware crypto-processors.

Exponent blinding:
Compute md+ k�� (N) = md mod N for random k.

Message blinding
Compute (m � r )d=rd = md mod N for random r.

Modulus randomization
Compute md mod (N � r ) and reduce modulo N.

or a combination of the three.

Jean-Sébastien Coron Cryptography



Power attacks

Based on measuring power consumption
Introduced by Kocher et al. at Crypto 99.
Initially applied on DES, but any cryptographic algorithm is
vulnerable.

Attack against exponentiation md mod N :
If power consumption correlated with some bits of m3

mod N, this means that m3 mod N was effectively
computed, and so dn� 1 = 1.
Enables to recover dn� 1 and by recursion the full d.
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Countermeasures

Hardware countermeasures
Constant power consumption; dual rail logic.
Random delays to desynchronise signals.

Software countermeasures
Same as for timing attacks
Goal: randomization of execution
Drawback: increases execution time.
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Fault attacks

Induce a fault during computation
By modifying voltage input

RSA with CRT: to compute s = md mod N, compute :
sp = mdp mod p where dp = d mod p � 1
sq = mdq mod q where dq = d mod q � 1
and recombine sp and sq using CRT to get s = md mod N

Fault attack against RSA with CRT (Boneh et al., 1996)
If sp is incorrect, then se 6= m mod N while se = m mod q
Therefore, gcd(N; se � m) gives the prime factor q.
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